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1. Purpose
YSB People & Operations ("YSB", "we", "our", or "us") is committed to protecting client information, business systems, and operational data through practical and appropriate security measures.
This policy outlines the principles, controls, and standards we apply to help safeguard information and reduce security risks while delivering our services.
Information security is a fundamental part of maintaining trust, protecting confidentiality, and supporting reliable service delivery.

2. Scope
This policy applies to:
· Employees
· Contractors
· Consultants
· Third-party service providers
· Systems and devices used to deliver services
· Client information and business data accessed by YSB

3. Information Security Principles
YSB operates in accordance with the following information security principles:
Confidentiality
Information is only accessible to authorised individuals who require access to perform their responsibilities.
Integrity
Information should remain accurate, complete, and protected from unauthorised modification.
Availability
Information and systems should remain available to authorised users when required for business purposes.

4. Access Management
Access to systems, applications, and information is restricted to authorised individuals.
YSB applies the principle of least privilege, meaning access is limited to the minimum level necessary to perform assigned duties.
Access rights may be reviewed periodically and removed when no longer required.
Where practical:
· Individual user accounts are used
· Shared accounts are avoided
· Access permissions are restricted by role
· Access is removed promptly when engagement ends

5. Password Standards
To help protect systems and information:
· Strong passwords should be used
· Passwords should be unique to each system
· Password sharing is prohibited
· Password managers are encouraged where appropriate
· Multi-factor authentication (MFA) should be enabled where available
· Passwords should be changed immediately if compromise is suspected

6. Remote Working & Secure Access
YSB supports flexible and remote working while maintaining appropriate security standards.
Individuals accessing systems remotely are expected to:
· Use secure internet connections
· Avoid public or unsecured networks where possible
· Use VPN connections where required by clients or service providers
· Protect devices from unauthorised access
· Lock devices when unattended
Access to client systems must be approved and used only for authorised business purposes.

7. Device Security
Devices used to access company or client information should be appropriately protected.
Reasonable measures may include:
· Device passwords or biometric protection
· Operating system updates
· Anti-virus or endpoint protection software
· Automatic screen locking
· Secure storage of devices
· Removal of unnecessary software
Lost, stolen, or compromised devices should be reported immediately.

8. Information Storage & File Sharing
Information should only be stored or shared using approved systems and methods.
YSB aims to:
· Restrict access to authorised users
· Maintain secure storage practices
· Use reputable cloud-based platforms where appropriate
· Protect confidential information during transfer and storage
Information should not be shared using unauthorised personal systems or unsecured communication channels.

9. Client Systems & Data Access
Access to client systems and information will only be used for agreed business purposes.
YSB personnel are expected to:
· Follow client security requirements
· Respect access permissions
· Avoid unauthorised activities
· Protect confidential information
· Report security concerns promptly
Client data remains the property of the client and will be handled in accordance with our GDPR & Data Protection Policy and Confidentiality & NDA Commitment.

10. Security Incident Management
Any suspected security incident should be reported as soon as reasonably possible.
Examples include:
· Unauthorised access attempts
· Lost or stolen devices
· Suspicious emails or phishing attempts
· Accidental disclosure of information
· Malware or virus concerns
· Security weaknesses identified within systems
YSB will investigate incidents, assess risk, and take appropriate corrective action where required.

11. Third-Party Systems & Suppliers
Where third-party systems, software providers, or service partners are used, YSB will take reasonable steps to work with reputable providers that maintain appropriate security standards.
Access to information will be limited to what is reasonably required to deliver services.

12. Responsibilities
All individuals working on behalf of YSB are responsible for:
· Following this policy
· Protecting information under their control
· Maintaining confidentiality
· Reporting security concerns
· Using systems responsibly and securely
Failure to comply with this policy may result in access restrictions, removal from assignments, or termination of engagement.

13. Policy Review
This policy will be reviewed periodically to ensure it remains appropriate, effective, and aligned with operational and security requirements.

14. Contact Information
Questions regarding this policy may be directed to:
Email: connect@ysb-people.com
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